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	Information Management and Security

	Section
	1. Security and Control

	CR Number
	1.3.4
	Current Issue Date
	March 2020

	Legislation & Policy 
	Corrections Act 1986 
Privacy and Data Protection Act 2014
Charter of Human Rights and Responsibilities Act 2006
Department of Justice and Community Safety - Information Management and Security Policies
Department of Justice and Community Safety - Acceptable Use Policies

Department of Justice and Community Safety - Social Media Policy

	Standard
	Prisoner Administration Services - Information Systems Management

	Attachments
	Nil

	Forms
	Nil


1 PURPOSE

To define the requirements for staff to comply with the Department of Justice and Community Safety (DJCS) Information Management and Security policies and Acceptable Use policies.
2 REQUIREMENT

2.1 Corrections Victoria (CV) staff and contractors must comply with the Information Management and Information Security policies and associated acceptable use policies by safeguarding personal or confidential information.

2.2 CV staff and contractors may use and disclose personal and confidential information in the performance of their duties. 

3 GUIDING PRINCIPLE
The policies are compatible with, and meet the obligations of the Charter of Human Rights and Responsibilities Act 2006, by strengthening the right to privacy and reputation.
4 CONTEXT
Information management and security is the responsibility of all CV employees and contractors.  DJCS information must be protected to ensure availability, minimise risk, facilitate business continuity and ensure compliance with legislative and operational requirements.
5 INSTRUCTION
5.1 Protocol

5.1.1 Each person is responsible for safeguarding the information by limiting:

· what others can see (e.g. using screen lock, ensuring a clean desk, using appropriate TRIM and folder access security settings);

· what staff say (e.g. verifying identity when handling phone requests for information, knowing what information can be shared with agencies, referring media enquiries to DJCS Strategic Communications); 

· access to devices such as mobile and smart phones, computers including desktops, laptops and tablets; 

· access to storage media including drives, disks and USBs; 

· access to electronic files including TRIM records and emails by using appropriate folder access security settings and password protection (where necessary); and

· hardcopy documents such as TRIM files, prisoner/offender Individual Management Files (IMFs) through secure storage.  Business units whose operations require physical transfer of legal or prisoner/offender IMFs should ensure that these are conducted with the correct lockable containers (e.g. prisons – blue bags, CCS – green bags).

5.1.2 Data information systems such as PIMS and E*Justice, are to be as current and accurate as possible, including appropriate conditions of use and level of access.  Staff with access are required to have an understanding of the limitations on the release of data for purposes other than case management or official reporting requirements and must sign a specific undertaking of confidentiality.

5.1.3 The degree of sensitivity may vary, from personal information relating to DJCS clients and staff, to information concerning financial, commercial or executive matters.  All information must be handled appropriately irrespective of the format or level of sensitivity.
5.1.4 CV staff and contractors are responsible for the collection, storage and handling of official information.  Each person is responsible for ensuring that information is secured to prevent misuse, loss or unauthorised disclosure.
5.1.5 Each person is responsible for complying with the department’s Social Media Policy, recognising the potential for damage to be caused (either directly or indirectly) to the department in certain circumstances via their personal use of social media.
5.2 Staff Responsibilities – General
It is the responsibility of all CV staff and contractors to ensure that they:

· treat computer and peripheral equipment with care and where applicable, ensure that equipment is safe and appropriately secured (that is, after hours or when stored in a vehicle);

· record in TRIM or E*Justice (or alternative data management system) the location of files transported out of the office;

· do not leave laptop computers in cars (locked or otherwise) unless stored in a suitably secured container out of sight;

· ensure documents are placed in a lockable satchel/briefcase, folder or standard departmental envelope when transporting them, whether being taken on public transport or in a car;

· prevent unauthorised disclosure of sensitive information, when travelling on public transport.  This mode of document transportation is discouraged, but where deemed necessary, it is to be managed in such a way that data/information must not be left unattended and is to be secure at all times;

· use encrypted USB devices with a password;

· send all documents requiring transportation between locations in a sealed bag via the DX courier service; and

· verify a caller prior to releasing any appropriate information
· manage login details and passwords for data information or data management systems (e.g. TRIM, E*Justice, PIMS, Centurion) securely. This includes ensuring that login details and passwords are not shared with or made accessible to others. Recording passwords or login details (e.g. in a notebook) should be discouraged.  
5.3 Staff responsibilities – Incidents

In the event that a document/data/information and/or device is lost or misdirected, staff/contractors must:

· refer to Commissioner’s Requirement 1.3.1 – Incident Reporting

· notify their immediate line manager who must report the matter accordingly; and

· ensure an incident report is submitted that details:

· the type of information involved;

· the number of files or records involved; and 

· a summary of the scope of the incident.
5.4 Training and Policy Review
5.4.1 The Information Management and Security Policies, Appropriate Use policies and the Social Media Policy must be included in the induction of all employees and contractors.  Updates and reminders to staff should include any specific information security issues that may have emerged with new practices, programs, software or technology.

5.4.2 Each division must review annually (at a minimum), their specific practices and requirements to align with this Requirement.
5.5 Access to the Commissioner’s Information Systems
5.5.1 General Managers must facilitate access to the DJCS network for approved Corrections Victoria staff attending the prison so that they are able to perform their duties on site. 
5.5.2 Staff must be provided with appropriate training in the use of applications and only be provided access to applications once the approved CV staff member has signed the relevant undertaking of confidentiality.
	

	Emma Cassar 
Commissioner




Information below this point is administrative supporting detail
 only and not subject to Commissioner’s review or approval.

	Acronyms

	CCS
	Community Correctional Services

	CV
	Corrections Victoria

	DJCS
	Department of Justice and Community Safety

	IMF
	Individual Management File

	TRIM
	Total Records and Information Management


	Definitions

	
	Nil


	Associated Commissioner’s Requirements

	1.3.1 -
Incident Reporting 

1.3.5 -
Notification of Privacy Complaints and/or Alleged Privacy Breaches

1.4.4 -
Access to and Security of Corrections Victoria Data for Research and Evaluation                                   Purposes
1.4.8 - Conduct and Ethics
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