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1 
PURPOSE
To define policies and procedures for the management of prisoner computing and gaming technology. 
2 REQUIREMENT – Computers
2.1 All prisons will maintain operating procedures to manage prisoner computers and interactive gaming consoles, including guidelines and processes for:
· purchasing;
· in-cell retention;
· storage; and 
· transfer.  
2.2 Prisoners may have a personal computer and related hardware in their accommodation where it can be demonstrated that there is a genuine educational or legal requirement, or in exceptional circumstances, such as where access to an ‘in-cell’ computer is seen to be crucial to the prisoner’s sentence plan and rehabilitative needs or where access to a shared computer is limited and the prisoner’s privacy may be unreasonably compromised.
3 CONTEXT
3.1 Prisoners may be permitted to have an approved scope and acceptable level of personal effects, including computers and gaming consoles, to assist in the normalisation of prison life, to participate in recreational activities during downtime, promote a sense of personal identity and individual well-being or support genuine educational needs or legal requirements.  
3.2 Staff must properly consider a prisoner’s human rights when making decisions. Human rights may only be limited when reasonable and demonstrably justified.  
3.3 Particular consideration must be given to the rights to privacy and reputation (s13), right to humane treatment when deprived of liberty (s22) and rights in criminal proceedings (s25), noting all persons charged with a criminal offence must have adequate time and facilities to prepare for their defence.
4 INSTRUCTION
4.1 Eligibility Criteria – Computers
4.1.1 To manage the risks associated with granting an in-cell computer, where there are limitations on the ability for supervision, applicants must establish that such access is necessary or required for their legal or educational pursuits, or there are other exceptional circumstances.
4.1.2 Prisoners making an application to purchase an in-cell computer or computer equipment, or to retain access to such a computer, must meet at least one of the criteria detailed below in addition to meeting the standards of behaviour as outlined in section 4.3.


	
Criteria
	Detail

	Legal
	The prisoner meets the eligibility for an in-cell computer if unconvicted or has an outstanding criminal legal matter or outstanding criminal appeal and the computer is necessary for the preparation of a case/defence.
The need for the computer will consider:
· the seriousness of the charges; 
· the need to access an electronic version of a brief of evidence, depositional or other court-related material; and  
· the sensitivity of that material.  
Prisoners may be permitted to have one in-cell computer from authorised law enforcement agencies which include the Australian Federal Police, Victoria Police and Corrections Victoria Intelligence Unit if required.
Access to an in-cell computer for outstanding civil matters will only be approved in exceptional circumstances.  
Prisoners who are accommodated in a management or high security unit or are classified as a long term management placement must not be excluded from accessing an in-cell computer.  The legal requirement must be balanced with any specific or individual security risks associated with computer access in these units.


	Education / Training
	The prisoner meets the eligibility for an in-cell computer if they have approval to engage in an education program, either full-time or part-time, and
· the course cannot be facilitated on the PETES system or the PETES system access is insufficient for this purpose; and
· access to an in-cell computer is necessary. 
Prisoners at Marngoneet Correctional Centre who have been classified to undergo the literacy / employment-preparation program may lease in-cell computers as part of that program unless the General Manager is satisfied that such access would pose a risk to the good order or security of the prison.

	Exceptional Circumstances
	A prisoner may be granted approval for an in-cell computer where the General Manager considers that exceptional circumstances exist e.g.:
· a prisoner has a disability which affects their capacity to communicate; or
· a prisoner requires the computer to assist with their reintegration at the expiry of their sentence (transitional grounds).  To qualify, the prisoner must be in the final 12 months of their sentence and be eligible to participate in the permit program or have been granted a permit in the last 12 months.
The Deputy Commissioner, Custodial Operations may also grant approval for an in-cell computer or a borrowed prison computer, where the prisoner is preparing a submission for a Royal Commission (or similar inquiry) and access to a shared computer is limited or where the prisoner’s privacy or safety may be unreasonably compromised if the work were undertaken in a communal area.


4.2 
Standards of Behaviour Criteria
4.2.1 In addition to meeting eligibility criteria, approval for access to a personal computer will generally only be granted to prisoners who:
· have not been found guilty of a prison offence within the past 12 months, (or where such charges are pending); or 
· have either no Identified Drug User status (IDU) rating or be an Identified Drug User – Nullified / Nil IDU-N  
except where the computer is specifically required for pending court matters.  For prisoners pending investigation, a timeframe must be set by the General Manager.
4.2.2 In the event that computers are available for lease from the prison (e.g. at Marngoneet, Hopkins Correctional Centre and the Metropolitan Remand Centre), unconvicted prisoners are presumed eligible to have a leased computer in their cells solely on the basis of their outstanding trials, and should only be denied:
· where the General Manager is satisfied that such access would pose a risk to the good order or security of the prison; or 
· when advice is received from police or another appropriate authority that the prisoner has attempted to, or committed an illegal act.
4.3 General Guidelines
4.3.1 Applications by prisoners to have personal computers in their cells must be submitted to the General Manager via Application for Access to a Personal Computer.
4.3.2 Applications must be forwarded to the Case Management Review Committee (CMRC) for assessment against eligibility standards, including, but not limited to, the Prisoner In-Cell Computer Criteria.
4.3.3 The CMRC will provide a recommendation to the General Manager.
4.3.4 In the event that a prisoner has approval for a games console, approval for a personal computer will not be given until the games console is surrendered.  
4.3.5 The General Manager must make a determination, taking into account reports and recommendations where relevant from the following:
· the unit Supervisor (incorporating reports from unit staff), Offender Services and Vocational Services staff; education staff; and the CMRC;
· in the case of prisoners applying on legal grounds, solicitors acting on behalf of the prisoner or the Crown; and
· in the case of prisoners applying under the education/training criterion, the prisoner’s Education Manager.
4.3.6 The General Manager may also take into account the prisoner's conduct and work record, the type of accommodation and any other matters which may affect the good order and security of the prison, or the safety of staff and prisoners.


4.3.7 [bookmark: _Hlk89861378]When considering an application, the General Manager must assess whether approval for the purchase of computer equipment will conflict with efforts by the prisoner to address their offending behaviour (e.g. where a computer was used in the commission of an offence by the prisoner).
4.3.8 At the time of permission being granted to purchase computer equipment, the prisoner must:
· have sufficient funds in their private monies account to cover all costs associated with the purchase (with these amounts being approved via the prison’s usual spend process); and
· have signed a Prisoner’s Computer Agreement.
4.3.9 At no time will permission be given for a computer that has been in the community, to be issued whilst in custody i.e. prisoners returning to custody, Supervision or Detention Order prisoners etc. 
4.3.10 Prisoners on a long term management regime in a management or high security unit must not be excluded from accessing in-cell computers.
4.3.11 Prisoners wishing to appeal a decision denying access to an in-cell computer (or printers and scanners) may write to the Deputy Commissioner, Custodial Operations, stating the reasons why a computer is necessary and request that the decision be reviewed.
4.3.12 The health and wellbeing of the prisoner must be considered during the approval process and throughout the duration the prisoner has an in-cell computer.  In the event that a prisoner is assessed as ‘at risk’ of self harm/suicide, access to the computer and all cords must be reviewed and if necessary removed. 
4.3.13 The removal of a prisoner’s in-cell computer as the result of ‘at risk’ procedures must be recorded and managed as part of the Risk Review Team process.
4.3.14 [bookmark: _Hlk91062005]Prisoners in cells/rooms with no smoke detector will not be authorised to purchase or lease a computer.  If a smoke detector is not standard infrastructure of the cell/room, the cost and installation of the smoke detector will be at the prisoner’s expense.
4.3.15 A copy of all applications must be placed on the prisoner’s Individual Management File (IMF).
4.3.16 In any circumstance that the General Manager determines computer equipment or software is required by the prisoner to assist in the preparation of legal proceedings and that the security and good order of the prison is not jeopardised, the General Manager may make written application, on behalf of a prisoner, to the Assistant Commissioner, Security & Intelligence Division, via the Deputy Commissioner, Custodial Operations for that prisoner to be allowed to purchase and/or retain non-compliant software and hardware equipment. 
4.4 Applications by Prisoners classified as Major Offenders or Prisoners in a Management or High Security Unit
4.4.1 Prisoners in a management or high security unit, where eligible, must be provided with the same opportunity to access or purchase an in-cell computer in accordance with:
· structured day activities in line with the eligibility criteria; and 
· the Incentive Based Regimes model (refer to the Sentence Management Manual). 
4.4.2 The General Manager will refer all applications from Major Offenders or prisoners in a management or High Security Unit to the Deputy Commissioner, Custodial Operations, via the Assistant Commissioner, Sentence Management Division. 
4.4.3 The approval process for in-cell computer by a Major Offender is facilitated on behalf of the Deputy Commissioner, Custodial Operations by the following review processes and only after:
· the prisoner’s application has been recommended or not recommended by the Local CMRC; and
· any recommendation for approval must be supported by the General Manager, Major Offenders Unit and the General Manager, Corrections Victoria Intelligence Service; and
· Final approval is granted by the Deputy Commissioner, Custodial Operations or the Commissioner when the application has been referred to the High Risk Management Advisory Panel (HRMAP).
4.4.4 Access to an in-cell computer may be removed where a Major Offender or a prisoner in a management or High Security Unit is found guilty of a prison offence and loss of privileges is imposed.
4.4.5 An application for an in-cell computer by a Major Offender or prisoner in a management or high security unit may be denied by the Commissioner or the Deputy Commissioner, Custodial Operations where it is believed that to grant access computer equipment may generate significant community concerns. 
4.4.6 Requests from a Major Offender or a prisoner in a management or high security unit for hardware or software updates or new software will require the approval of the Deputy Commissioner, Custodial Operations, via a recommendation from the Assistant Commissioner, Sentence Management Division.  The General Manager, Corrections Victoria Intelligence Service may also be requested to review an application for a computer or any hardware or software.
4.4.7 The Deputy Commissioner, Custodial Operations may request the Assistant Commissioner, Sentence Management Division to review an application for a computer or any hardware or software by a Major Offender or prisoner in a management or high security unit. 
4.5 Prisoners on Supervision and Detention Orders
4.5.1 A prisoner who is also concurrently subject to:
· a Supervision Order (SO); or
· a Detention Order (DO) (unless exceptional circumstances exist, such as the need to comply with a condition made by a Court)
must meet the standards and compliance requirements of this policy.
4.5.2 The Deputy Commissioner, Offender Services and Community Operations, or the Assistant Commissioner, Sentence Management Division, must approve any application by an SO or DO for access to an in-cell computer.
4.5.3 A copy of any decision, detailing the circumstances, must be placed on the prisoner’s IMF.


4.6 [bookmark: _Hlk92869321]Applications for Computer Hardware
4.6.1 Prisoners may apply for additional computer hardware (printers and scanners) as part of their original application for a personal computer via Application for Access to a Personal Computer.
4.6.2 All requests to purchase hardware after the initial computer purchase must be submitted on an Application for Access to Computer Hardware. 
4.6.3 When reviewing an application, the security risks and need for each requested piece of computer hardware should be considered individually. Scanners in particular may pose a risk to the security or good order of the prison.
4.6.4 Prior to granting access to a personal scanner, consideration should be given to whether there are suitable alternative arrangements could be made that would reduce the need for a scanner. This may include providing a temporary loan of a scanner to the prisoner with approval of the General Manager or authorised delegate where appropriate.
4.6.5 Approval for a personal scanner should only be granted on legal grounds and where alternative arrangements are not identified or considered suitable, such as where refusing access to a personal computer would limit a prisoner’s right to have adequate time and facilities to prepare for their defence (Charter, s25(2)(b)) due to the volume of documents. 
4.6.6 The General Manager may impose a timeframe for which the prisoner may have access to the scanner. Refer to section 4.7 below.
4.7 Period for which approval is valid
4.7.1 A review date is required to be recorded upon approval for an in-cell computer being granted.  This date must be either:
· when legal proceedings conclude;  
· at completion or upon the withdrawal of an education/training program; or
· where approval has been granted for other exceptional circumstances, at a time determined by the General Manager. 
At this time the prisoner must either assign the computer to their property or arrange for it be removed from the prison.
4.7.2 The General Manager may approve further access to an in-cell computer providing that the prisoner meets the defined eligibility criteria.
4.7.3 At the time of approval, the prisoner must be advised the circumstances that will apply for the period of approval and the requirement for access forming part of the quarterly CMRC process.
4.7.4 In the event that access to an in-cell computer ceases, any subsequent request shall be treated as a new application.
4.7.5 Where a prisoner has been granted access to a scanner, the review date for the scanner may be considered separately. 
4.7.6 When access to a scanner has been approved, the General Manager must record a suitable review date. This date may be:
· when legal proceedings conclude; or 
· at a time determined by the General Manager, such as after the prisoner has had a reasonable amount of time with which to scan their legal documents.
4.8 Approved Computer Hardware 
4.8.1 An in-cell computer refers to computers owned by the prisoner, or leased by the prisoner from the prison.  Access is conditional upon the use not prejudicing the security or good order of the prison, as determined by the General Manager. 
4.8.2 The full details of approved computer hardware is defined at Approved Computer Hardware.  
4.8.3 Prisoners proven to have used or been in possession of unauthorised or unspecified hardware technology (including bluetooth devices) may be charged with a level 5 offence (refer to Computer Offence Levels).
4.9 Purchase and Maintenance of Equipment
4.9.1 All computer equipment must be protected from electrical power surges by use of a Power Surge Protector, purchased at the prisoner’s cost. 
4.9.2 All completed approvals for computer equipment must be forwarded to the General Manager, Corrections Victoria Intelligence Service (CVIS) for purchase via an approved centralised purchasing process.  
4.9.3 Every effort must be made to simplify the process e.g. pre-arranged computer configurations may be offered, although an alternative configuration may be requested.
4.9.4 All associated freight costs relating to the purchase of computer hardware  must be borne by the General Manager, CVIS.
4.9.5 All requests by a prisoner to upgrade software or hardware for an existing computer that is not on the approved list must be forwarded to the General Manager, CVIS for approval.  If approved, the prisoner must purchase the approved hardware or software via the usual spend process.  
4.9.6 All requests to purchase hardware or software after the initial computer purchase must be submitted on an Application for Access to Computer Hardware or Application for Access to Computer Software. 
4.9.7 Maintenance of and repairs to computers will only be undertaken by persons authorised by the General Manager, CVIS.  The cost of such repairs is to be borne by the prisoner.
4.9.8 Only authorised staff must process the entry or exit of Computer equipment, except for transfer to another location by an authorised contractor.
4.10 Approved Computer Software and Games
4.10.1 Computer software and computer games must adhere to the criteria detailed in Approved Computer Software.
4.10.2 The CVIS will maintain a list of all approved software and games.  This list will be known as the Approved Software List.  If a prisoner requests to purchase software on this list it may be purchased through the normal spend process, without the involvement of the CVIS.  
4.10.3 [bookmark: _Hlk54089255]The Approved Software and Computer Games List is located in the ‘Software’ folder on the public prison Corrections Victoria shared drive (\\PVFDOJ002\Manuals\Prison|Prison\Prison IT Coordinators\Software).  This information will be appropriately distributed to private prisons who do not have access to this shared file storage.  All requests to purchase computer software and computer games that are not on the approved computer software and computer games list must be forwarded to the General Manager, CVIS for review. If approved, the prisoner must purchase the approved software or games via the normal special spend process.  
4.10.4 All computer software and computer games purchase requests by a Major Offender or a prisoner in a management or high security unit are to be additionally referred to the General Manager, Major Offenders Unit.
4.10.5 Current legislation does not mandate the requirement for an internet connection to be displayed on a software or games product, nor is there a standard for how such information is to be displayed. Consideration must be made at the time of purchase whether software requires internet access to complete the installation or interaction is required with the internet during operation
4.10.6 The onus is on the prisoner to ensure that computer software and computer games will operate successfully without internet interaction as well as be compatible with the computer it is to be installed on. 
4.10.7 A refund will not be provided for any computer software or computer games purchased on behalf of a prisoner that is unable to be installed for any reason and is unable to be returned to the vendor.
4.10.8 Computer software and computer games must not to be sold or loaned to other prisoners and cannot be copied by prisoners.
4.11 Security of Computers, Other Devices, Peripherals and Media
4.11.1 Defined security measures for, but not limited to, computers, other devices, peripherals and media are detail in attachment Computer Security Measures. 
4.11.2 Processes contrary to the defined security measures are prohibited.
4.11.3 Evidence of interference with any computers, other devices, peripherals or media will be deemed a breach of the prison security protocols and treated as an incident in accordance with prescribed sanctions.
4.11.4 Burned CD/DVD media must be in ‘closed session’ format, meaning that the disk cannot be written to.  Disks provided to a prisoner for retention must be recorded on the prisoner’s property list, have a security label affixed and may only be retained for as long as necessary i.e. education course, Court proceedings etc.
4.11.5 Burned CDs/DVDs will only be accepted from agencies such as:
· a prisoner’s legal representative
· law enforcement agencies, including Victoria Police
· Court authorities
· authorised education providers, and
· other agencies that, from time to time, may be authorised by the prison General Manager.
4.11.6 Any such CDs/DVDs are to be clearly labelled with details of the originator.  The label will include a title that briefly indicates the content, for example, University of Higher Education, Melbourne Campus and Jane Smith Sentence Appeal Application documents.
4.11.7 Where possible, the logo or insignia of the originator should be included on the disk label.
4.11.8 CDs/DVDs without appropriate labelling are not to be accepted, unless the prison is able to do so on behalf of the agency who provided it.
4.12 External hard Disk Drives (HDDs)
4.12.1 CV issued External HDDs are permitted only for legal material and will only be accepted from agencies such as: 
· a prisoner’s legal representative
· law enforcement agencies, including Victoria Police
· Court authorities, and
· other agencies that, from time to time, may be authorised by the prison General Manager.
4.12.2 Approved external HDDs within prisons must be CV issued include the below security measures:
· Purchased from CV and only contains legal material relevant to their active trial,
· the Victorian State Government, Justice and Community Safety logo engraved, 
· has Serial number engraved, and
· label that includes prisoner’s full name, CRN and a title that briefly indicates the content, for example, Brief of Evidence, Office of Public Prosecutions Victoria.
4.13 Transfers Between Locations
4.13.1 Approval for a prisoner to have a computer in possession is applicable to all Victorian correctional facilities, provided that the prisoner continues to meet the eligibility criteria and complies with all guidelines.
4.13.2 In the event of a prisoner being transferred, it is the prisoner’s responsibility to pack computer equipment for transportation whenever possible.  
4.13.3 Where there is insufficient space within the permitted number of property boxes for inter-prison transport, the prisoner will pay for an approved courier to transport the computer.
4.13.4 It is the responsibility of the receiving facility and the prisoner to ensure that the all computer hardware and software is compliant with requirements.
4.13.5 A prisoner extradited or transferred from interstate and having a computer in their possession will not be permitted to retain the computer in possession unless a written application has been approved and the computer is audited, to ensure its compliance with Approved Computer Hardware and Approved Computer Software.
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4.13.6 The prison will assist the prisoner with trading of non-compliant computer equipment (through the recognised Corrections Victoria supplier where possible).  
4.13.7 In the event that hardware is non-compliant and was purchased for the prisoner by a Victorian prison, the items will be replaced at no cost to the prisoner by the prison that purchased the items.  The non-compliant hardware must be replaced by hardware of a similar standard although may not necessarily be of the same value.
4.13.8 Any non-compliant hardware must be stored in the prisoner's property until the prisoner’s release or the property is sent out of the prison. 
4.13.9 Any component supplied by a prison remains the property of that prison and must be removed from the computer prior to discharge.  Should any components require replacement for the purpose of upgrade or malfunction, the cost of these replacements is the responsibility of the prisoner.
4.14 Guidelines for Computers used for Education Courses
4.14.1 Where available, PETES education computers will also be available to prisoners with approval and who are confirmed to be enrolled into an education course.
4.14.2 Prison computers may be rented or loaned to prisoners for education courses if it is not able to be facilitated on PETES education computers.
4.14.3 Approval for the issue or loan of an in-cell computer for education courses must be obtained from the prison General Manager. 
4.14.4 Where course material is loaned to a prisoner on a CD/DVD, the Education Centre will maintain a register of course material disks to monitor the movement between the Education Centre and prisoners' personal computers.
4.14.5 Prisoners enrolled in an approved course may request access to colour laser printers in Education Centres where available. The cost of printing will be borne by the prisoner.
4.15 Data Transfer
4.15.1 The use of wireless technology and access to the internet strictly prohibited.
4.15.2 Any device that permits the connection of a computer to the Internet, television, or any telecommunications equipment are not permitted to be connected to or installed on prisoners' personal computers.
4.15.3 The external exchange of data by modem, router, dongle, network adaptor or disk is not permitted unless necessary for education or legal purposes.  This must be conducted under strict supervision and must be approved by the General Manager or authorised delegate.
4.16 Non-Compliance 
4.16.1 Failure to comply with these guidelines will result in the General Manager withdrawing a prisoner’s access to a personal computer.


4.16.2 Offences relating to a breach of this Requirement or copyright laws will result in the removal of the computer from the prisoner’s immediate possession pending the outcome of the investigation and the prisoner will be charged with one or more prison offences under the Corrections Regulations 2019. 
4.16.3 Where a prisoner is actively preparing for an imminent court case, withdrawal of the computer as a privilege must not be undertaken without consideration of the effect on the prisoner’s preparation for trial.  
4.16.4 In these circumstances, the General Manager must consider other options such as making available the use of a computer that the prisoner may access during out of cell hours, but is not to be in-cell.
4.16.5 Where a prisoner has been found guilty of a computer related prison offence, the Hearing Officer may authorise the removal of the computer from the prison and withdrawal of the prisoner’s computer privileges. Refer to Commissioner’s Requirement 2.3.3 – Disciplinary Process and Prisoner Privileges. Guidelines for the length of time of withdrawal or permanent withdrawal of a computer are provided to in Computer Offence Levels.
4.16.6 In any instance where a ban has been applied, or access to an in-cell computer has been withdrawn, the prisoner may appeal this decision in writing to the Deputy Commissioner, Custodial Operations who will review the circumstances under which the ban was imposed.
4.16.7 If a computer related offence is found to have occurred and the prison has incurred financial costs during the inquiry process (e.g. to have the computer forensically examined), the prisoner is responsible to reimburse the prison the total financial cost incurred by the prison.  Should a prisoner demonstrate hardship in meeting these costs, the matter may be referred to the Deputy Commissioner, Custodial Operations for a determination as to whether the prisoner is required to pay the cost of the examination.
4.17 Computer Equipment Register
4.17.1 The General Manager will ensure that a central register is maintained of all computer hardware and software issued to prisoners and that all the prisoner’s computer software and hardware items are identified on the prisoner’s property list.  Refer to Individual Prisoner Computer Hardware Register and Individual Prisoner Computer Software Register.
4.17.2 Prior to a prisoner receiving a computer, the following records must be completed:
· Prisoner Computer Agreement; 
· Individual Prisoner Computer Hardware Register; and 
· Individual Prisoner Computer Software Register.
All records must be retained centrally and a copy placed on the prisoner’s IMF.
4.17.3 Every time a prisoner receives approval for new or an upgrade to existing software the Individual Prisoner Computer Software Register must be amended and updated copies placed as above.
4.17.4 Each prison must maintain a register of all computers and software owned by, or provided to, prisoners.  The register must be forwarded to the General Manager, CVIS, twice yearly on or before the first day of June and the first day of December.


4.18 Court Transcripts
4.18.1 Prisoners undergoing trial who have access to a computer may retain disks containing court transcripts relevant to their current trial(s) or appeals only in their cell/room.  The following protocols must apply:
· CD/DVD ROMs are to be checked where appropriate:
· Disks will only be accepted at the prison where the prisoner is currently located;
· Disks must be approved by the General Manager;
· Disks will only be accepted at the prison if they are sent direct from the Victorian Government Reporting Service, the Registrar of the Court of Criminal Appeal, the prisoner’s legal representative or Victoria Police; 
· Disks must be in a ‘closed session’ format; and
· Disks containing material in a foreign language must be translated by an approved interpreter.
4.19 Quarterly and Annual Reviews
4.19.1 The General Manager will conduct reviews of all computer approvals and removals on a quarterly basis.  The review process should be conducted as part of the prisoner's quarterly Case Management Review Committee (CMRC). 
4.19.2 The prison General Manager, via the General Manager, CVIS, must report to the Deputy Commissioner, Custodial Operations on a six monthly basis the names of the prisoners who:
· are permitted to retain an in-cell computer, including whether it is owned or provided by the prison; and
· have had their computer rights removed and the reason for that removal.
4.19.3 Prisoners who do not own a printer may request documents to be printed on their behalf.  Colour printing may also be requested.  All printing must be approved by the General Manager or authorised delegate.   
4.19.4 A nominal rate should be applied for this service, suggested rates are listed below:
· Black and white printing at $0.10 per sheet;
· Colour printing at $0.50 per sheet; and
· Documents will only be printed on A4 size paper.
4.20 Removal of Computers from the Prison
4.20.1 The General Manager must ensure that any computer owned or accessed by a prisoner that leaves the prison: 
· is in a condition that would not jeopardise the security and good order of the prison; and
· does not knowingly contain information or data that is organisationally and publicly unacceptable. 
4.20.2 The removal of the computer from a prison may be the result of any one, or a combination, of the following:
· the prisoner’s sentence ending; 
· the prisoner no longer has a need for the computer; 
· the computer, or its use was found to be in breach of this policy; or
· the prisoner was found guilty of a prison offence (and received a penalty of more than a reprimand) and/or furnished a positive drug test.
4.20.3 The Deputy Commissioner, Custodial Operations or the General Manager, can order that a computer be removed from the prison, should it be proven that the prisoner having access to a computer is in breach of this Commissioner’s Requirement.
4.20.4 Any personal computer that has been removed from a facility cannot be returned to any facility within Victoria.
4.20.5 Any information or data stored on a computer that leaves a prison must not be a risk to Corrections Victoria or the community.  Prisoners have an obligation to abide by copyright laws.  Every effort must be made to ensure that any computer that is removed from a prison is compliant with copyright laws. 
4.20.6 To limit the risk of illegally obtained software and other illegal or unauthorised information leaving the prison, the General Manager will:
· arrange for inspection of the computer hard drive by appropriately qualified staff, or
· arrange for a review of the computer by a person with qualifications that can enable a high level of forensic examination; or
· allow the computer to leave the prison without examination, provided that this decision is based on the behaviour of the prisoner. The General Manager must consider whether any breach of prisoner computer policies occurred during previous reviews or audits.
4.20.7 The Commissioner acknowledges that there is information and material available to the general public, that may cause offence, but which is not illegal.  This same material may be considered to be unauthorised within a prison and it is not acceptable for such information or material to knowingly be allowed to leave the prison.  
4.20.8 In the event of information on a prisoner’s computer being identified as unauthorised during the exit process, the unauthorised information must be removed, irrespective of legality or acceptability in the community.  This includes all software previously listed as not authorised, depictions of young children etc, and any court or police provided evidence that depicts images that may be distressful or unacceptable.
4.21 Sensitive Electronic and Printed Legal Material
4.21.1 Sensitive electronic and printed legal material retained by prisoners must not be distributed to other prisoners without the approval of the General Manager.
4.21.2 Disciplinary action may be taken against prisoners for copying, sharing or distributing sensitive electronic and legal material without approval.
4.22 Computer Information Technology Advisory Committee
4.22.1 A Computer Information Technology Advisory Committee (CITAC) will advise CV with regard to information technology changes and emerging issues.  Refer to Computer Information Technology Advisory Committee – Prisoner Computers.  
4.22.2 Any amendments to this Commissioner’s Requirement must be considered and recommended by CITAC.
4.23 Copyright Act 1968 and Copyright Amendment (Digital Agenda) Act 2000
Breaches of copyright are determined as any action, where a prisoner has copied or allowed to be copied any music CD/DVD or tape, in any format that they do not own and have obtained illegally.  Refer to attachment Copyright Act 1968 and Copyright Amendment (Digital Agenda) Act 2000.
5 REQUIREMENT – Games and Game Consoles
[bookmark: _Hlk54089488]Prisoners will be able to purchase interactive gaming consoles, however Corrections Victoria is currently exploring options.  Commissioner’s Requirement 2.1.3 – Electronic Game Consoles was rescinded on 20 October 2020 and this Commissioner’s Requirement will be updated when suitable options are identified.  Prisoners who already own and have been issued a console under the previous policy (summary table below) are permitted to retain the console, accessories and games.
[bookmark: _Hlk73032399]Prisoners with existing PlayStations 1 and 2, can purchase second-hand games from reputable stores via a special spend request.  Any second-hand games must be rated G or PG. 

	
	Permitted
	NOT Permitted

	Games Consoles
	Consoles without wireless peripherals 
e.g.: PlayStation 1 and 2, XBox, GameCube
	XBox 360
Portable Games e.g.: PSP, Nintendo, GameBoy Advance

	Games Software
	P and PG-rated Games only
	All games rated above PG





	

	Larissa Strong
Commissioner










Information below this point is administrative supporting detail
 only and not subject to Commissioner’s review or approval.



	Acronyms

	BIOS
	Basic Input Output System

	CITAC
	Computer Information Technology Advisory Committee

	CMRC
	Case Management Review Committee

	CV
	Corrections Victoria

	CVIU
	Corrections Victoria Intelligence Unit

	CVIS
	Corrections Victoria Intelligence Service

	DF
	Digital Forensics

	DO
	Detention Order

	HDD
	Hard Disk Drive

	HRMAP
	High Risk Management Advisory Panel

	IDU
	Identified Drug User

	IMF
	Individual Management File

	IT
	Information Technology

	PETES
	Prisoner Education Training and Employment System

	SMD
	Sentence Management Division

	SESG
	Security and Emergency Service Group

	SO
	Supervision Order

	USB
	Universal Serial Bus



	Definitions

	Computer Hardware
	Computer hardware is the collection of physical parts of a computer system.

	Computer Software
	Includes both systems software which includes the operating system and all the utilities that enable the computer to function as well as applications software includes programs that do real work for users.

	Computer Game
	A game played using a computer.



	Associated Commissioner’s Requirements

	1.3.1 - Incident Reporting
2.1.1 - Prisoner Property
2.3.3 - Disciplinary Process and Prisoner Privileges.
4.2.4 - Prisoner Access to Videotapes and DVDs
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	Title:
	Prisoner Computers and Gaming Consoles

	Owner:
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	Version Control

	Version
	Date
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	V17
	Mar-22
	Update

	V16
	May-21
	Update 

	V15
	Oct-20
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	V14
	Jul-18
	Update

	V13
	Sep-16
	Update

	V12
	May-16
	Update

	V11
	May-15
	Update
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	Aug-14
	Update

	V9
	Dec-12
	Update

	V8
	Nov-12
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	V7
	Jan-11
	Update

	V6
	May-09
	Update

	V5
	Apr-09
	Update

	V4
	Sep-08
	Update

	V3
	May-04
	Update

	V2
	Apr-03
	Update

	V1
	Oct-01
	First Issue




PRISONER IN-CELL COMPUTER CRITERIA


1. It is noted that, ‘necessary’ is not to be taken to mean ‘desirable’.
2. An in-cell computer might be necessary because -
For applications on legal grounds:
(a) depositional or other material critical to the prisoner’s outstanding trial(s) might only be available in CV issued HDDs, CD, CD-ROM, or DVD form, or would be too voluminous if provided in hard copy;
(b) access to electronic versions of depositional or other material critical to the prisoner’s outstanding trial is necessary to ensure the prisoner has adequate facilities to prepare their defence.
(c) the material on those media might be distressing if viewed by other prisoners in a communal area, or may impact on the prisoner’s safety, or constitute a breach of privacy if viewed by others; or
(d) the amount of time required on the computer to prepare adequately for trial would unreasonably inhibit other prisoners’ access to the computer
Note: ‘trial’ in the above sections relates to criminal trials only.  Permission to access an in-cell computer solely in order to work on civil matters only be granted in exceptional circumstances.
For applications on educational grounds:
(e) the computer-based study required for a prisoner to complete their course cannot be facilitated on the PETES system.
(f) the amount of computer-based study required on a daily basis exceeds that which is possible in a communal environment, particularly where there is heavy demand for the available computers. This may be especially relevant in courses of study which are subject to assessment, where the available time at a shared computer (e.g. in a unit, library or education centre), would not allow the timely submission of essays or other work, or would not allow sufficient study time for examinations;
(g) the type of course studied would not be possible on a unit computer (e.g. CAD, if that were permissible);
(h) the delivery of the nominated educational course is only delivered via an electronic format, for example DVD/CD-ROM.
Note: there also needs to be some relationship between a prisoner’s educational course in (d), (e) or (f) and his/her genuine, realistic and appropriate integration plans in order for an in-cell computer to be deemed as necessary.  For example, a drug trafficker identifying a pharmaceutical or coastal navigation course, or a prisoner serving a life sentence seeking a computer to do a small business course, or a sex offender seeking a computer in order to do a child welfare course will not be granted access to an in-cell computer.  
Prisoners convicted of offences where a computer was a central component of the offending (e.g. internet scamming, child pornography) will not be permitted to access in-cell computers.
For applications on the grounds of other exceptional circumstances (e.g. transitional grounds):
(i) a basic level of computer literacy is required in order to allow the prisoner to compete in the job market, etc; 
(j) a prisoner’s general literacy level is assessed to be so low that access to a computer during in-cell hours is seen to be necessary as an intensive learning aid.

APPROVED COMPUTER HARDWARE


The main computer case must be either a desk-top or tower approved by the prison General Manager), and must comply with all requirements listed below.  The pre-set system configurations will contain examples of approved hardware.
To assist in the audit requirements of this policy where possible cases will have either a clear panel or be secured with security devices in addition to void tape to prevent the removal and installation of unauthorised computer hardware.

· Portable computer equipment is prohibited, including any USB drives or other portable storage devices, unless they are CV approved or approved by the prison General Manager.
· Wireless networking (i.e. Centrino) technology is prohibited.
· Wireless Fidelity (Wi-Fi) attachments, i.e. blue tooth, mobile or connectivity devices or software are prohibited.
· USB data storage devices and MP3 players are prohibited, unless approved by the General Manager, CVIS.
· Single hard disk drive only (no limit on capacity).
· RAM is unlimited.
· Standard 3.5” floppy disk (1.44MB) or USB external Floppy Disk Drive.
· Single CD or DVD Writable or Blu-Ray ROM drive only.
· CV issued HDDs.
· Video card (unlimited MB), but not to include video capture and TV options.
· Sound card (unlimited MB) not permitted unless approved by the General Manager, CVIS.
· One wired/wireless keyboard.
· One wired/wireless mouse.
· Maximum 3 piece speaker system, including sub-woofer.
· One flat screen monitor.
· Equipment must not incorporate modems, or any device which permits the connection of the computer to a telecommunications network, or the Internet.
· Mono laser printers only will be permitted.
· Colour printers are strictly prohibited.
· Only approved scanners are permitted.


COMPUTER OFFENCE LEVELS


Where an offence is proven at a General Manager’s Disciplinary Hearing of breaches of Commissioner’s Requirement – Prisoner Computers, recommendations as to the level and severity of the breach are outlined as follows:
Level 1: Unauthorised Music / Video and Image Files
Criteria	
· Breaches of Commissioner’s Requirement – Prisoner Computers, Copyright Act 1968 and Copyright Amendment (Digital Agenda) Act 2000.
· Breaches of copyright are determined as any action, where a prisoner has copied or allowed to be copied any copyrighted media, in any format that they do not own and have obtained illegally.
Recommendation			
· That the prisoner loses access rights to their computer for a period of no less than one (1) month.
· That the illegal music and/or associated music/video files be removed from the computer and a thorough secure destroy/wipe of the hard drive and subsequent partitions be completed by the local IT coordinator, CV coordinator or escalated to the Digital Forensics Team

Note that a secure destroy/wipe is designed to minimise the ability to undelete information that is deleted by normal means on a computer to possibly avoid detection and that can be reinstated at a future point in time by the prisoner with the appropriate software.    
Level 2: Inappropriate Visual Images 
Criterion	
· Where a prisoner has copied or allowed to be copied, any picture files showing inappropriate visual images such as naked bodies including genitalia in any format.
Recommendation
· That the prisoner loses access rights to their computer for a period of no less than three (3) months.
· That the illegal files be removed from the computer and a thorough secure destroy/wipe of the hard drive and subsequent partitions be completed by the local IT coordinator or CV coordinator.

Note that the de-fragmentation is designed to minimise the ability to undelete information that is deleted by normal means on a computer to possibly avoid detection and that can be reinstated at a future point in time by the prisoner with the appropriate software.    

Level 3: Illegal Software/Programmes 
Criteria	
· Breaches of copyright are determined as any action, where a prisoner has copied or allowed to be copied, any illegal software in any format.
· Files or file extensions are changed to avoid detection including hidden files (such as MP3 and/or video/music files)
Recommendation
· That the prisoner loses access rights to their computer for a period of no less than 12 months.
· That the illegal files be removed from the computer and a thorough secure destroy/wipe of the hard drive and subsequent partitions be completed by the local IT coordinator or CV coordinator.

Note that the secure destroy/wipe is designed to minimise the ability to undelete information that is deleted by normal means on a computer to possibly avoid detection and that can be reinstated at a future point in time by the prisoner with the appropriate software.    
Level 4: Password protected files, non-departmental approved programs, pornographic video and/or picture files
Criterion	
· Breaches of this level are contrary to the Commissioner’s Requirement which requires that prisoner computers must be auditable at any time and only approved software is to be installed on the computer.
Recommendation
· That the prisoner loses all personal in-cell computer privileges whilst in custody for a minimum of three years.
Level 5: Illegal hardware 
Criteria	
· The use of hardware not approved by the Commissioner’s Requirement means that a prisoner could prejudice the security and good order of the prison.
· The use of hardware that allows a prisoner to use their computer to communicate external to the prison either by direct contact (through modem) or by transferring data (through disc, memory stick or similar device) could prejudice the security and good order of the prison.
Recommendation
· That the prisoner loses all personal in-cell computer privileges whilst in custody for their current sentence.
NOTE: consideration needs to be taken into account when the removal of a computer under the above circumstances may adversely affect a prisoner’s ability to prepare any outstanding trial(s).
APPROVED COMPUTER SOFTWARE and computer games


Only computer software that meets the following criteria will be approved for purchase by prisoners:
· Software must be appropriately licensed and not breach the Copyright Act 1968 or Copyright Amendment (Digital Agenda) Act 2000, and have been legally obtained or purchased.
· Software must be deemed appropriate for use within correctional facilities within Victoria.
· Software must operate in a Microsoft Windows environment.  
· Microsoft Windows 10 is approved for installation on new computer systems only.
· Microsoft Windows 10 is not approved for installation on existing systems as the program installation requires a considerable range of hardware driver updates only available from an internet connection, that is not available to prisoners, and will NOT be provided by Corrections Victoria.  On new computer systems, Microsoft Windows107 will install with the hardware drivers that are provided with the system.
· Microsoft Office applications, and applications identified by prosecuting authorities as required to allow the prisoner to access an electronic brief of evidence, will be permitted.  Assistance with the registration of Microsoft Office will be provided as necessary.
· Programs provided by or supported by the education provider for use in a specific education course or program will be permitted, following approval by the CVIS.  These programs are to be installed to the computer and the disk is to be stored in the prisoner’s property, marked ‘Not to be Issued’, or returned to the education provider.  Such software must be removed on completion of the course unit.
· Specialised software and/or hardware for use by prisoners with disabilities (e.g. voice recognition programs and equipment for the visually impaired), may be permitted.   Requests for this type of software or hardware, must be supported by an appropriate authority (e.g. Medical Officer).  All applications for such software or hardware that is not on the approved list must be forwarded to the General Manager CVIS for approval.
· Internet access to update/download software patches or product activation for software programs, including PC games, will not be permitted.  Service packs for Microsoft operating systems and Microsoft Office products may be downloaded by authorised staff and made available to prisoners for installation.
· Freeware, shareware, demoware or free domain (e.g. Open Office) software products are prohibited.  Open Office products are permitted on the Metropolitan Remand Centre and Marngoneet Correctional Centre Intranet only.
· Freeware, shareware, demoware and free domain software installed prior to 11 May 2009 will be permitted to be retained (on the prisoner’s personal computer).  If for any reason a computer’s Operating System is reinstalled, these applications or utilities will not be reinstalled.  Similarly these applications or utilities will be removed when access to a computer has ceased for any reason.
· The use of duplication software is prohibited, although it is noted that this software will often form part of the Windows Operating System and is integrated and cannot be removed.  The use of the following is also prohibited:
· encryption software;
· virtual drive software; 
· wireless fidelity (Wi-Fi) software;
· software that assists the prisoner to hide or create ghost drives of directories (includes but is not limited to portioning and ghosting software; and
· software that removes the history of files that have been accessed, deleted or modified on the computer.  This includes, but is not limited to ‘whitespace’ cleaners, registry cleaners and drive scrubbers.
· Prisoners are permitted access to computer magazines.  Magazines may be purchased through the Prison shop or brought in by visitors.  ‘Cover Disks’ that accompany these magazines must be removed and either placed in the prisoner’s property or returned to the visitor.
· All game software installation disks are to remain in-cell whilst the game is installed on the computer system.  Software returned to property must be uninstalled from the computer system.  These disks will contribute to the number of allowable disks that may be retained in cell.


COMPUTER SECURITY MEASURES


1.	General Guidelines
Approved security ‘void’ tape and tamper-proof screws must be used to seal any computer or other devices as necessary.
The transfer of hardware, software or electronic information (contained on any electronic media) between a prisoner and any other person is prohibited, unless approved.
A maximum of ten floppy disks and a maximum of ten CD/DVD computer disks may be retained in cell for use by the prisoner.  For the purpose of auditing the maximum number of either disk media is not to be exceeded.  
Additional CDs/DVDs may be permitted for legal or educational purposes or approved religious content, but only if the disks are recorded in “closed session” format‘, meaning that the disk can no longer be written to.  These disks are to be clearly marked as ‘LEGAL’, ‘EDUCATION’ or ‘RELIGIOUS’.
Copied/burned CDs/DVDs, other than legal or educational CDs/DVDs, are prohibited.
Educational disks retained in cell must only be relevant to the course(s) for which the prisoner is currently enrolled.
Blank or recordable CDs/DVDs are prohibited.
Rewriteable optical disks are prohibited.
Prisoners are not permitted to retain system installation disks in their cells/rooms. 
Replacement floppy disks will be purchased through the prison shop or normal spend process.  Disks no longer required by a prisoner must be placed in the prisoner’s property.
CV issued external HDDs must be kept in the prisoners property and retrieved only when accessing legal material and must be returned back once it is no longer in use.
2.	CD & DVD Security Seals
CD’s and DVD’s are used on a widespread basis in all prisons by both prisoners and staff.
Whilst each location has certain provisions in place to ensure only appropriate disks are admitted to the prison, as with all forms of digital storage, disks of this type carry an inherent risk to the good order and security of each prison.  
Risks can range from simple breaches of copyright to offensive material which constitutes a risk to both the prison and general communities. 
To minimise this risk, each disk that enters the prison must be labelled.  This will ensure that only those disks that are authorised remain in the prison.

3.	Type of Label
	All computer software disks must have a security label affixed and be clearly marked with the prisoner’s given name, surname and CRN.  
The Corrections Victoria approved security seal is the only approved label to be used in this process,  and is specifically designed for the purpose of labelling CD’s/DVD’s.
This security seal label is similar to void tape in that it cannot be easily removed, and if removed will leave a residue that is unable to be cleaned off.  In addition, any disk that does not have a label attached is deemed to be contraband and will be removed from the prison in the first instance.
Based on subsequent investigations this disk, may be returned to the prisoner with a security label attached.   An example when this may occur, would be if the disk was required for legal purposes.  The disk would only be returned to the prisoner after all security checks have been completed and the appropriateness of the prisoner requiring the disk confirmed.
4.	Storage and Application of Labels
Security labels must be classified as a controlled item to ensure the integrity of the labelling system.  The labels must be stored in a secure area with restricted access.  Specific staff members will be identified as responsible for the issue/application of the labels.  Under no circumstances are security labels to be stored in an area that has free or unsupervised prisoner access.
5.	Sanctions
A security and compliance process will be introduced into each prison’s compliance framework to check labels on all disks on a regular basis.   Evidence of tampering or any disk discovered that does not contain a security label will be deemed a breach of the prison security protocols and marked as an incident subject to prescribed sanctions.



COMPUTER COMPLIANCE


The General Manager, will draw up an individual contract with each prisoner to whom access to a personal computer is granted.  Refer to Prisoner Computer Agreement.
The contract will specify arrangements for:
· the storage,
· use and monitoring of software;
· a review date; and 
· the conditions under which a prisoner's access to a personal computer may be withdrawn.
In addition, an audit checklist must be used to monitor compliance and identify breaches.  Refer to Prisoner’s Computer Audit Summary Checklist. 
In any instance where a prisoner’s computer is found to be non-compliant as specified in Prisoner’s Computer Agreement and Prisoner’s Computer Audit Summary Checklist, that computer must be removed immediately pending a further investigation by a suitably qualified person.  Seizure registers and the prisoner’s property records (via E*Justice) will be updated to include all computer equipment, devices, disks and manuals removed from a prisoner’s cell or stored property.
All files and software stored on the computer must have been legally obtained or owned by the prisoner.  Files such as image, music or video must conform to copyright laws. 
All computers accessed ‘in-cell’ must be subjected to an audit at six monthly intervals as a minimum.  The Commissioner or the Deputy Commissioner, Custodial Operations, may request that the SESG / CVIS conduct regular random and targeted audits of prisoners’ computers to ensure compliance with this Requirement.
Hard disk partitions are to be limited to one.
The computer BIOS will have a password applied by appropriately qualified prison staff and the computer will be configured, where possible, to make the hard disk the only boot option.  The BIOS password must be kept with the prisoner’s computer records.
In accordance with section 45 of the Corrections Act 1986, for the security or good order of the prison, searches may be conducted in any part of the prison, any person (excluding judicial officers) or anything in the prison, including computers.  A prisoner’s computer may be seized where the General Manager reasonably suspect that electronic documents contravene the security or good order of the prison. 
The Commissioner, Deputy Commissioner, Custodial Operations or the General Manager can direct a forensic examination of a prisoner’s computer to be conducted.  If a forensic examination identifies an infringement of the guidelines described in this Commissioner’s Requirement, (e.g. prohibited software, pornographic files, or undisclosed passwords), the computer must be forfeited by the prisoner, and the prisoner is to pay the cost of any forensic examination.  If the examination does not identify an infringement, then the prison is to pay the cost of the forensic examination.  Prisoners must be advised of this on making application for a computer and prior to any forensic examination taking place.


 COMPUTER INFORMATION TECHNOLOGY ADVISORY COMMITTEE -
PRISONER COMPUTERS


1. PURPOSE
To ensure Corrections Victoria is well informed on information technology and the changes that occur on an ongoing basis, a Computer Information Technology Advisory Committee (CITAC) exists to inform and advise on emerging and changes to computer technology and their implications for management of prisoner computers.

2. POLICY 
Corrections Victoria allows prisoners to have a personal computer in their accommodation where it can be demonstrated that there is a genuine educational or legal benefit to the prisoner or a positive contribution to the prisoner’s sentence plan and rehabilitative need.
Computers are a routine part of most people’s lives whilst in the community.  They are a tool for employment, recreation, and learning and can play a significant role in equipping a prisoner with the means to prepare for trial, to learn and to prepare for reintroduction into the community.  

3. BACKGROUND
Changes in technology standards and computer components will create an ongoing need to update the procedures and policy used to inform the process which permits prisoners to purchase computer equipment, aligned to the requirement to manage and inform these changes and the demands this creates is the model used to audit and keep pace with the knowledge of prisoners and staff.
Community expectation and interested stakeholders will demand that the manner in which Corrections Victoria manages this process is consistent, well informed and informed by information that is up to date and provided in a reliable, accountable and accurate way.
The process to inform and discuss changes to information technology standards has created a knowledge gap between the decision making group that approves and often suggests changes to Commissioner’s Requirements (and Deputy Commissioner’s Instructions for public prisons) and the information used to inform such decisions.  
The formation of a CITAC was established for the purpose of monitoring information technology trends and advising Corrections Victoria and its various committees on the impact of those trends and changes to computer technology and software.
4. 
BENEFIT OF AN ADVISORY GROUP
I. Rapid changes to information technology and other associated technology and public expectation will create the need for Corrections Victoria to consider or change how it makes decisions on computer technology available to prisoners.  Consequently, the overall role of an advisory committee will assist and advise on compliance and audit requirements as they become critical in guiding Corrections Victoria during rapid change.  An advisory group can be a complement to the effectiveness of the official and formal decision making groups.
II. The CITAC should be a collection of individuals who bring unique knowledge and skills which complement the knowledge and skills of the organisation in order to more effectively inform decisions made by any group. 
III. The advisory committee function will be to provide the Deputy Commissioner, Custodial Operations, Assistant Commissioner, Security and Intelligence Division and the prison General Manager group with advice and recommendations on computer technology and software.
IV. The advisory committee will not have formal authority to make the final decision on changes that may be required; the committee cannot issue directives which must be followed. Rather, the committee serves to make recommendations and/or provide key information and materials. 
5. MEMBERSHIP 
The committee should comprise of the following members or appropriately qualified delegates:
I. General Manager, Corrections Victoria Intelligence Unit (Chairperson);
II. Prison General Manager representative;
III. Operations Manager, Corrections Victoria Intelligence Unit or delegate (to provide supporting security and intelligence support);
IV. Appropriately qualified Information Technology staff from Barwon Prison and Metropolitan Remand Centre; 
V. Corrections Victoria Digital Forensic Team; 
VI. One representative from the prisons based Information Technology group; and
VII. Other members as nominated by the Deputy Commissioner, Custodial Operations (or delegate), such as the Manager, Operations Directorate.
The CITAC will report to the Deputy Commissioner, Custodial Operations and provide information to the prison General Manager group, and other parties as requested.
6. TERMS OF REFERENCE
I. To monitor and determine the current state of computer information technology used in Corrections Victoria prisons and the Judy Lazarus Transition Centre;
II. Provide advice and recommendation on the current state-of-the-art information technology use in similar organisations;
III. To advise on the development of and the use of information technology in prisons and other nominated locations;
IV. 
To provide information for and complete regular updates to Commissioner’s Requirements (and any relevant Deputy Commissioner’s Instructions),  at a minimum of annually or as directed;
V. Review and update as required all schedules associated to Commissioner Requirements (and Deputy Commissioner’s Instructions) as directed and required and at a minimum timeframe of half yearly;
VI. Advise on governance and compliance requirements as this information becomes critical in guiding Corrections Victoria policy and; and
VII. Any other actions and tasks as requested, only if relating to computer technology and software.
VIII. Report to the prison General Manager group on a half yearly basis on activity, risks and issues for management of prisoner computers and associated technology.
The CITAC is not a security advisory committee and its actions and information should inform security related decisions.
7. MEETINGS
The CITAC will meet quarterly; this is to allow for information and research processes to be completed and procedural recommendations to be completed.
Meetings may be required at other times to complete reports for forum attendance to assist managers in attending or reporting to national forums or other Security and Technology Committees.
Meetings will be undertaken in a manner to best allow the maximum attendance of members. At least one meeting per year should include the attendance of the Deputy Commissioner, Custodial Operations and other information experts can be invited as required.
A quorum will consist of the chair and at least two other members.
No budget is allocated to the CITAC, and any function or process requiring budget expenditure will be approved in advance by the Deputy Commissioner, Custodial Operations.
Minutes must be produced from all meetings, with action plans maintained and updated for all required tasks.

COPYRIGHT ACT 1968 AND COPYRIGHT AMENDMENT
(DIGITAL AGENDA) ACT 2000


The Australian Copyright Act 1968 and Copyright Amendment (Digital Agenda) Act 2000 provide strong legal protection for the intellectual property rights of software developers and licensed distributors of software.  An organisation can face fines of up to $250,000; individual fines up to $50,000 and/or six months imprisonment, if convicted of infringing software copyright.
Breaches of copyright are determined as any action, where a prisoner has copied or allowed to be copied any music CD/DVD or tape, in any format that they do not own and have obtained illegally. 
A prisoner who owns a copy of a sound recording, such as a CD/DVD, is allowed to make a copy of that recording, for their personal use, to play on a device that he or she owns.  The device can be a CD/DVD player or a computer.  This provision does not apply if the copy the person owns is an infringing copy (such as a pirated CD or DVD).
Although changes to the Copyright Amendment Act 2006 allows for music to be loaned on a temporary basis, it is a breach of prison regulations to give or sell property between prisoners.  To assist prison staff in managing copyright requirements prisoners are required to comply with the following process:
1. Any music CD/DVDs or software copied to a prisoner’s computer must be kept in their cell, or room if in a cottage style accommodation.
2. In any instance a CD/DVD is dispatched from the prison or is returned to the prisoner’s property any music or software from that disc must be removed from the prisoner’s computer.
3. Music which is copied to a computer must be stored in the Windows directory Documents and Settings\ *profilename* \My Music, and be in folder named identical to the music CD/DVD that has been copied.  The contents of the disk and folder must be identical.
4. During any search or computer audit, it is the responsibility of the prisoner to assist staff to identify folders and disks that contains copied music or software.
As the purchase of computer video cards without TV connectivity is not an ideal situation, video cards without TV connectivity are the exception, therefore the following Copyright rules apply to the copying of TV and radio broadcasts.
Prisoners are permitted to record a television or radio program to watch or listen to at a later time,  this only applies if the recording is used solely for their personal use,  and then only for watching, or listening to the program at a more convenient time. 
If data, image or audio information is legitimately copied from radio or TV under this provision, it will nonetheless become an infringing copy if it is later:
· sold, rented or distributed; or
· played or shown in public or is broadcast.
There is no express obligation to destroy the recording once it has been viewed. 

The government has made the following statement about the intention behind the new provision:
“Whilst the exception does not require immediate deletion of the television or radio program after watching or listening to it, the exception does not permit a person to record a broadcast and keep it indefinitely in a collection of films or sound recordings for repeated use.”
It is a requirement of this procedure that TV or radio broadcasts are not retained for any extended period of time.  To assist in compliance with the Copyright Amendment Act 2000 the General Manager will:
· record all software owned by prisoners in a Prisoner Software Register Refer to Individual Prisoner Computer Software Register;
· ensure all original software, including disks and manuals, is clearly marked with the prisoner’s name and CRN; and
· seize any illegal software found in a prisoner’s possession and place it in the prisoner’s property marked ‘Not to be Issued’.
Original software may be retained in the prisoner’s cell to ensure operability of the installed software application, but is not to include system and driver disks.
Computer programs must only be copied for the purpose of making a backup copy of a program legally owned by the prisoner.  Operating system installation disks or system driver disks are not to be copied.












APPLICATION FOR ACCESS TO A PERSONAL COMPUTER
	Last Name:
	First Name:
	CRN:

	
I, the above named prisoner, request permission for access to a personal computer in my cell.
The reason for my application is 
 Legal
 Education 	Name of Education Provider: 	_______________________________________________________		                                   Title of course:	_______________________________________________________
 Other exceptional circumstances	  cite details:      _______________________________________________________
___________________________________________________________________________________________
I request approval of the following items to be purchased:
 Personal Computer	 Printer	 Scanner	 Microsoft Office Suite 

I understand that the purchase of additional software and hardware is to be requested via Application for Access to Computer Software and Application for Access to Computer Hardware respectively.
I have read and understood the Prisoner’s Computer Agreement and guidelines regarding prisoner access to personal computers.

I understand that if a forensic examination of my computer identifies any illegal or pornographic software files, including password protected files then I am liable for the cost of the forensic examination.

Signed: .............................................................................................                           Date:  ____ / ____ / 20____

	Official Use Only
Active Legal Matter/s Pending confirmed	    YES / NO	        Education Enrolment confirmed    YES / NO
Comments:_______________________________________________________________________________________
	
Accommodation Supervisor: 	
	     
Supported     Not Supported 

Name:    _________________ 

Position: _________________  Date:  ________________
	
Are a Major Offender or accommodated in a high security or management unit?  
 
Yes     No  

If yes please seek below approval.

	

Chair, Review and Assessment Panel:     

Supported     Not Supported 

Name:    _________________  

Position: _________________  Date:  ________________
	
Assistant Commissioner Sentence
Management Division:      
                          
Supported     Not Supported 

Name:    _________________  

Position: _________________  Date:  ________________

	
Prison General Manager or delegate:
	     
Approved    Not Approved 

Name:    _________________  

Position: _________________  Date:  ________________
	
Deputy Commissioner Custodial Operations: 	     

Approved     Not Approved 
                                                                      
Name:    _________________  

Position: _________________  Date: ________________




If not approved by any person or group listed, detail reason application refused?

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________



	
Attach additional information if required. 
_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________

_________________________________________________________________________________________________




Copy to: IMF          Computer Equipment and Software Registers updated           Prisoner Property updated    




APPLICATION FOR ACCESS TO COMPUTER HARDWARE

	Last Name:
	First Name:
	CRN:

	
I, request permission to purchase hardware to have installed to my personal computer.  This hardware is an:
Addition	 
Upgrade	 
to my existing computer hardware configuration.
The hardware requested is (describe what item is to be purchased)__________________________________________
 _______________________________________________________________________________________________
 _______________________________________________________________________________________________
Additional Information: _____________________________________________________________________________
 _______________________________________________________________________________________________
 _______________________________________________________________________________________________
I understand that Corrections Victoria, or its representative, will act with all due care and responsibility in the purchase of the requested computer hardware, but will be exempt from any liability should the hardware fail to work in my computer due to hardware conflict or incapability and cannot be returned to point of purchase.

      Signed: .............................................................................................	                   Date:  ____ / ____ / 20____


	
Official Use Only
Accommodation Supervisor: 

Name:  _________________________         Position:  _______________________        Date:   ____ / ____ / 20____

Confirmation by Location IT Coordinator: 							YES / NO

Name:  _________________________         Position:  _______________________        Date:   ____ / ____ / 20____

Comments: 
______________________________________________________________________________________________ 
______________________________________________________________________________________________
______________________________________________________________________________________________ 
______________________________________________________________________________________________ 
	Approved Hardware
	Non-Approved Hardware
	Major Offender Unit

	Prison General Manager or delegate: 
Approved     Not Approved 
                                                                 Name:     ____________________

Position:  ____________________ 
Date:       ____ / ____ / 20____
	General Manager CVIU	
Supported  Not Supported 
Name:     ____________________

Position:  ____________________ 
Date:        ____ / ____ / 20____
	Major Offender Unit Representative
Supported  Not Supported 
Name:     ____________________

Position:  ____________________ 
Date:        ____ / ____ / 20____




If not approved by any person or group listed, detail reason application refused?
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________


	
Attach additional information if required.
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
__________________________________________________________________________________________
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APPLICATION FOR ACCESS TO COMPUTER SOFTWARE
	Surname:
	Given Name:
	CRN:

	
I, the above named prisoner, request permission to purchase and install software to my personal computer.  I request that the following software be approved:
Software Title:	_____________________________________		(e.g. Encarta)
Software Publisher: 	_____________________________________		(e.g. Microsoft)
Vendor (if known): 	_____________________________________		(e.g. Harvey Norman)

The reason for my application is 
 Legal
 Education	Name of Education Provider: 	____________________________________________________		                      Title of course:	____________________________________________________
 Other exceptional circumstances 	                            cite details:      ____________________________________________________
________________________________________________________________________________________
I have read and understood the requirements and obligations of the Copyright Act 1968 and Copyright Amendment (Digital Agenda) Act 2000 and agree not to infringe any legislation regarding my software.

Signed: .............................................................................................	               Date:  ____ / ____ / 20____


	
Official Use Only

Are Active Legal Matter/s Pending	YES / NO		Education Enrolment confirmed    YES / NO
Accommodation Supervisor:		 ______________________________   Date:  ____ / ____ / 20____
Location IT Coordinator: 			Approved Software	YES / NO

Classification Rating (Games Only) confirmed   YES / NO (sign) ______________       Date:  ____ / ____ / 20____

The following approvals and signatures are required:
	Approved Software
	Non-Approved Software
	Major Offender Unit

	Prison General Manager or delegate: 
Approved     Not Approved 
                                                                 Name:     ____________________

Position:  ____________________ 
Date:       ____ / ____ / 20____
	General Manager CVIU	
Supported  Not Supported 
Name:     ____________________

Position:  ____________________ 
Date:        ____ / ____ / 20____
	Major Offender Unit Representative
Supported  Not Supported 
Name:     ____________________

Position:  ____________________ 
Date:        ____ / ____ / 20____



If not approved by any person or group listed, detail reason application refused?
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________


	
Attach additional information if required.
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
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INDIVIDUAL PRISONER COMPUTER HARDWARE REGISTER 

	Last Name:
	First Name:
	CRN:

	Location
	

	Date Received
	

	Received By
	

	
	

	Computer Brand
					 Serial no (if applicable)

	Case Type
		Tower			Desktop

	Motherboard
	

	CPU
	

	RAM
	

	Hard Disk
	Brand		                   Serial no	 	             	Capacity

	CD/DVD ROM
	Installed     /  	Not Installed

	Floppy Disk Drive
	Installed     /	Not Installed

	Video Card
	Onboard    /    Other (specify)

	Audio Card
	Onboard    /    Other (specify)

	External Hard Disk Drive
	Brand		                   Serial no	 	             	Capacity

	
	

	Monitor
	Brand			Serial no			Size

	
	Type	CRT    /    LCD    /    Other (specify)

	Keyboard
	Brand			                     Serial no

	Mouse
	Brand			                     Serial no (if applicable)

	Printer
	Brand			                     Serial no

	Scanner
	Brand                                              Serial no

	Speakers
	Brand			                     Serial no

	
	

	Operating System
				

	Serial/Registration no
	

	Notes/Comments
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COMMISSIONER’S REQUIREMENTS



COMMISSIONER’S REQUIREMENTS



INDIVIDUAL PRISONER COMPUTER SOFTWARE REGISTER

	Last Name:
	First Name:
	CRN:


	
	Date Issued
	Software/Program Name
	Software/Program Registration Number
	Disk Type
(CD/DVD, 3½, Floppy)
	Number of Disks for Program
	Manuals Included?
Y/N
	Recorded as Property Date
	Issuing Officer’s Name & Signature
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COMMISSIONER’S REQUIREMENTS




PRISONER’S COMPUTER AGREEMENT



I, _________________________________________     CRN: _______________   understand that:

1. Under Australian copyright law, unauthorised duplication of software can expose me to claims for civil damages and fines up to $50,000, together with a jail term.
2. I agree to use software legitimately acquired by me, to comply with all licence conditions accompanying any software acquired or used and to report any violation, by any person, of which I become aware, as required by law.
3. Any copying of computer software by me, or instructions given by me to make such copies, without authorisation by the copyright owner is in breach of the law and against Corrections Victoria policy, and that such action can expose me to disciplinary or legal action.
4. Only software authorised by the Corrections Victoria Intelligence Unit (CVIU) and legitimately acquired by me, will be installed on my computer.
5. If I choose, I may purchase games with a censorship rating of up to PG, and approved by the CVIU, through the canteen and amenities store or spend process, upon the approval of a written request.  Any games owned by me will not be sold or lent to other prisoners, or copied by any prisoner.
6. Only hardware approved by the CVIU will be installed in my computer.
7. To ensure that no illegal or pornographic software or files, or unauthorised hardware is used or installed on my computer, an authorised officer will audit my computer on an irregular basis.  In addition to this, my computer may be audited for any illegal information stored.
8. If a forensic examination of my computer identifies any illegal or pornographic software, files, passwords, then I am liable for the cost of the forensic examination.
9. I will, at any time when asked, give any officer my password(s) (if I choose to use one) and allow access to my computer to any officer without delay or argument.
10. I will not use modems, dongles or any device which permits the connection of my computer to the Internet, any telecommunications equipment, or the television network.
11. I agree to the purchase and installation in my cell/room at my cost, of an electrical Surge Diverter or Eliminator to protect my computer from electric power surges.
12. I will not transfer hardware and/or software or information between other prisoners and the community, whilst in custody.
13. My computer will remain in my cell/room and I will secure it appropriately.
14. I will not distribute sensitive electronic or legal material to other prisoners without the approval of the prison General Manager.
15. My access to the computer will cease at the end of my course/conclusion of my legal issues or education requirement or may be reviewed due to inappropriate behaviour.
16. My access to an in-cell scanner (if granted) may cease at a time determined by the General Manager or may be reviewed due to inappropriate behaviour. 
17. Failure to comply with the guidelines as stipulated in this Commissioner’s Requirement or local procedures, and any subsequent edicts regarding personal computers may result in the prison General Manager withdrawing my access to a personal computer at any time.


18. Additional conditions (if applicable): 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

19. I have read and understood the terms and conditions by which I may have access to a personal computer, as detailed above, and will comply with these terms and conditions and with any additional policy, edict or local instructions that may be issued from time to time.


Prisoner Signature: 		
Name:  ________________________   Signature:  _____________________   Date:  ____ / ____ / 20____

Prison General Manager:	
Name:  ________________________   Signature:  _____________________   Date:  ____ / ____ / 20____

Review Date:    ____ / ____ / 20____	
				         
Copy to: IMF  





PRISONERS COMPUTER AUDIT SUMMARY CHECKLIST

A PRISONER'S COMPUTER IS DEEMED TO BE NON-COMPLIANT IF THERE IS A BREACH ANY OF THE FOLLOWING CHECKLIST POINTS:

	Last Name:
	First Name:
	CRN:

	
I have read and understood the consequences of breaching any of the items listed, and appreciate that I may have access to a personal computer in my cell revoked immediately should any of these items be found on my computer or in my cell:

Signed: .............................................................................................	          Date:  ____ / ____ / 20____




· Security Void Tape Intact							Y		N	
· Smoke Detector In Place							Y		N	
· Electrical Surge Protection Device						Y		N	
· Hardware Compliant							Y		N	
Per Individual Prisoner Computer Hardware Register
· Software Compliant 							Y		N	
Per Individual Prisoner Computer Software Register
· Breaches Of Copyright 							Y		N	
· Copied CD/DVDs Found, except ‘Legal’/‘Education’ Disks		Y		N	
· Illegal MP3'S Present 							Y		N	
Note: Some programs have MP3's as part of the Operating System
· Video Files Present							Y		N	
· Illegal MPG Files Present							Y		N	
· Virtual Drive Or Duplication Software					Y		N	
· Wireless Fidelity (Wi-Fi) software Or Attachments Present 		Y		N	
· More Than 10 Computer CD/DVDs In Cell 				Y		N	
· Colour Printing Capability							Y		N	
· Network Connection							Y		N
· Connection To TV Network						Y		N	
· Distributed Sensitive Electronic Material					Y		N	





Attach additional information if required.
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________
_____________________________________________________________________________



Auditing Officer (please print): _____________________________________________


Signed: ..........................................................................          Date:  ____ / ____ / 20____
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