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Commissioner’s Requirements


	Surveillance, Taping Protocols and Retention Periods

	Section
	1. Security and Control

	CR Number
	1.4.2
	Current Issue Date
	January 2020

	Legislation & Policy 
	Corrections Act 1986
Surveillance Devices Act 1999
Corrections Regulations 2019

Surveillance Devices Regulations Act 2016

	Standard
	Safety and Security Services - Security

	Attachments
	Nil

	Forms
	Nil


1 PURPOSE

To define the policy in relation to the use of closed circuit television (CCTV), video camera and body worn camera (BWC) footage, taping protocols and retention periods.
2 REQUIREMENT

2.1 While it is necessary to take the human rights and the dignity of prisoners, staff and visitors into account in all surveillance activity within a prison, it is expected that in order to ensure a safe and secure working environment prisoners and others will be frequently observed by surveillance cameras. 

2.2 Staff and visitors must also expect that such cameras will monitor both public and security areas in a prison.

3 CONTEXT
Each prison’s Security Management System, including CCTV systems, will provide, amongst other things, a secure working and living environment for staff, visitors and prisoners. 
4 INSTRUCTION

4.1 Surveillance - Public Areas

Cameras in public areas of a prison (such as a foyer or waiting room), may not necessarily record.  However, if such a camera is activated automatically and a recording is made, the tape must be retained for a period of seven days, unless a request has been made for the tape to be retained for a longer period.
4.2 Surveillance - Security Areas

4.2.1 Cameras surveilling security areas such as perimeters or sterile zones will either automatically continuously record or record when activated.

4.2.2 If a camera, including a BWC is activated to record an incident, the recording must be kept for a period of seven years.

4.3 Monitoring

4.3.1 Where a camera is used as a monitoring tool such as in an observation cell, tape recordings of prisoners will not be made except for evidentiary purposes or clinical assessment/diagnostic purposes. 

4.3.2 Approval must be granted by the General Manager or their delegate, prior to a recording being made.
4.3.3 CCTV systems must not to be a replacement for physical observation.
4.4 Specific Activity

4.4.1 Where staff believe that an incident may occur (for example, use of force, chemical agents or cell or yard clearances), either a fixed camera or hand held camera, or BWC camera, should be used to record the event wherever practicable.
4.4.2 Supervisors and Senior Prison Officers who carry cell keys at maximum-security prisons, will be required to wear BWCs after lockdown hours, to record any non-routine attendances at cells (e.g. when responding to cell intercom calls or Codes).  Approval must be requested to unlock a cell door after hours.
4.4.3 Regulation 10 of the Surveillance and Devices Regulations 2016, allows for BWCs to be worn outside of a prison, such as on escorts.
4.5 Records of Specific Activity and Continuity of Evidence

4.5.1 A CCTV recording is regarded as a ‘document’ and admissible as evidence in common law.  As recordings of specific incidents are created to provide evidence, they must be retained for seven years.  Where a Freedom of Information (FOI) application has been lodged in relation to a particular record, the relevant record cannot be destroyed until the request is finalised.  To minimise the risk of loss, CCTV records should not be sent via mail or DX.  If requested, CCTV records should be hand delivered or transferred via other means by prior arrangement.
4.5.2 CCTV and BWC records must be retained for a period of seven years for the following matters:

· use of force; or

· prisoner on prisoner assault; or

· alleged staff discipline matters, such as staff on prisoner assaults or where the security of the prison is thought to have been compromised; or 

· assault on a staff member, service provider or visitor by a prisoner.

4.5.3 All prisons must make copies to be retained and made available to investigative bodies (such as Victoria Police, the office of the Victorian Ombudsman (VO), the Independent Broad-based Anti-corruption Commission (IBAC) or the Justice Assurance and Review Office (JARO).

4.5.4 To ensure adequate coverage, copies of CCTV records for all use of force, assault and alleged assault incidents must include records or 30 minutes prior and 30 minutes following the incident or alleged incident, irrespective of whether it captures any direct activity or not. 
4.5.5 Records of activity will be marked to record:

· date; 

· time; 

· incident; 

· location; and 

· persons involved, including the CRN if a prisoner.

4.5.6 The officer operating a hand-held camera must comply with the requirements outlined in Commissioner’s Requirement – Preservation of Evidence and Management of Seized Contraband, section 4.3 Continuity of Evidence and for BWCs, Commissioner’s Requirement – Body Worn Cameras.
4.6 Retention of Tapes and Retention Periods

4.6.1 The General Manager is responsible for the secure storage of any CCTV and BWC records transferred to a disk and must maintain a register of copies made and who they have been provided to.  

4.6.2 The General Manager must ensure that CCTV and BWC records cannot be compromised.

4.6.3 The following minimum retention periods must be complied with unless there is a request for CCTV and BWC records to be retained for longer periods, for example, at the request of Victoria Police or Victorian Ombudsman:
	Camera Location
	Monitoring
	Recording
	Minimum

Retention Period

	Public Areas (e.g. foyers/waiting rooms etc)
	Yes
	Continuous/automatic recording
	7 days

	
	
	Manually initiated and/or upon incident
	7 years

	Security Areas (e.g. perimeters, sterile zones)
	Yes
	Continuous/automatic recording
	7 days

	
	
	Manually initiated and/or upon incident
	7 years

	Accommodation, program, industry, and recreational areas
	Yes
	Continuous/automatic recording
	7 days

	
	
	Manually initiated and/or upon incident
	7 years

	Observation Cells
	Yes
	Only upon incident
	7 years

	Management Cells
	Yes
	Only upon incident
	7 years

	Handheld / BWC
	No
	Only upon incident
	7 years


4.7 Equipment and Maintenance

The General Manager is responsible for the maintenance of the cameras, recording materials and associated equipment. 
4.8 Listening Devices

The General Manager must ensure that all relevant staff are aware of, and comply with, the provisions of the Surveillance Devices Act 1999 and that no listening device is activated without an appropriately issued warrant.

	

	Emma Cassar
Commissioner



Information below this point is administrative supporting detail 
only and not subject to Commissioner’s review or approval.

	Acronyms

	BWC
	Body Worn Camera

	CCTV
	Closed Circuit Television

	FOI
	Freedom of Information

	JARO
	Justice Assurance and Review Office

	VO
	Victorian Ombudsman


	Definitions

	
	Nil
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